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[bookmark: _Toc22034031][bookmark: _GoBack]eFive Step 1, Initial Connection:
· Power on the eFive and connect port 1 to a switch.

· The eFive should by default be 10.0.0.153 with username: admin and the password: admin

· Make sure that your PC has an ethernet cable connected to the switch and set the IP address of your PC to be in the range of 10.0.0.xxx
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Figure 1: LAN network example on PC
note: If you find that your device has an unknown IP address or User/Password you can reset the device to factory settings by following the steps in appendix one of the following document: https://websupport.ewon.biz/sites/default/files/ig-012-0-en_efive_25.pdf

[bookmark: _Toc22034032]eFive, Step 2 System Settings:
· Open the eFive webpage on your browser by entering the 10.0.0.153 address into the URL

· Go to System > Date/Time and set your date and time zone. From here you can also choose if you want to enable an NTP server for your eWON devices to use. You can also choose if you only want to use the eFive local clock.

[image: ]
Figure 2: Time settings/NTP server
[bookmark: _Toc22034033]eFive, Step 3 Network Settings:
· Connect a cable with access to an Internet router to a second switch. Then take another cable from that switch and connect it to port 2 of the eFive.

· Go to Network > Interfaces and start by setting the LAN address that you would like to use for the eFive

· If you know all your WAN information, you can set the Interface type to Static and enter your IP address and Network mask. You will also need to enter your DNS1, DNS2, and Default gateway. Make sure that you set up a Port Forwarding rule where you enter the WAN IP. This can also be done by using DHCP if the network supports it.
[image: ]
Figure 3: Network Interface example


[bookmark: _Toc22034034]eFive Step 4, VPN:
· Start by going to VPN > CA  and then click on Generate CA/Host Certificates after this is done it will ask you to fill out some user information and you can proceed to the next step.

· Go to VPN > Basic Settings and here you’ll create the Dynamic IP pool range. This will give you a range for eWON devices connecting. For example. If you want to connect 6 devices you could set the range from 192.168.5.20 to 192.168.5.25
[image: ]
Figure 4: VPN Pool Example

· Make sure that you hit Save and then Restart OpenVPN Server. 

· Next go to VPN > Accounts and go to Add user/device account. Make sure to give unique User/Device names.
[image: ]

Figure 5: For this device, we’re just going to call it Cosy and give it the password cosy. We’re also setting the network that will be accessible through the eWON device through here. So, with a 192.168.0.0/24 we will be able to access anything in the 192.168.0.xxx range. Make sure to set each eWON you connect for a different IP range ie: 192.168.1.0, 172.168.2.0, etc.
· Go to VPN > CA and click download certificate for the CA Certification. Open this file in Notepad and set it aside for now.
One last thing that we’ll need to do is go into the VPN > Advanced Settings and select the check the Allow traffic between clients button.
[bookmark: _Toc22034035]Flexy Step 1, Initial Setup:
· Go to your Flexy’s homepage and go to Wizards in the top right corner. From there go through the System, Internet, wizards.
· When you go through the Internet Wizard, make sure that your WAN Ip address is in the same range as the eFive’s
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Figure 6: WAN IP example
· Once you’re connected to through the Internet Wizard, go onto the VPN Wizard.

· Click on Configure eFive Connectivity
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Figure 7: For this, you’ll grab the WAN IP Address of the eFive. The Username and Password will be the ones that you set in the step 4 accounts. The CA Certificate just needs to be copied and pasted from the notepad opened earlier. 
[bookmark: _Toc22034036]eFive Step 5, rebooting:
· Go to VPN > Basic Settings

· Hit Restart OpenVPN Server, you should now see the device show its connection as up in on the home screen.
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Figure 8: showing the device online
[bookmark: _Toc22034037]Flexy Step 2, NAT setting:
· Go onto the Flexy into Setup > System > Communication > Networking > Routing > and set the NAT and TF to NAT on LAN (Plug’n Route)
· Reboot the device
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Figure 9: NAT setting
· Disconnect from your Wifi and make the IP changes seen in the figure below. You should now be able to ping your Flexy’s LAN address as well as anything in the Flexy’s Subnet Range.
Note: The max number of routes that an eWON can process is 26 with a “network behind client” set and the option “Don’t push” is unchecked. You’ll need to set the option “Don’t push” for each eWON if you want to avoid this issue.
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Figure 10: Set your LAN network to be in the IP range of your eFive and then set the LAN of the eFive as the Default Gateway.

[bookmark: _Toc22034038]Cosy Step 1, ComCFG and Filezilla:
Start by going into VPN > Accounts and go to Add user/device account. For this example, we’ll use the following settings. Username/password will both be “cosy”
[image: ]
First make sure that your Cosy is passing the Internet Wizard. Once that is done, we’ll use the following ComCFG settings as an example to setup the VPN connection
VPNSecretCert:VPNUsername
VPNSecretKey:VPNPassword
VPNSrv1:91.178.113.107
VPNCACert:-----BEGIN CERTIFICATE-----¶MIIDWjCCAkKgAwIBAgIBADANBgkqhkiG9w0BAFFFADAsMQswCQYDVQQGEwDDVDEM¶MAoGA1UEChMDZWZ4MQ8wDQYDVQQDEwZlZncgQ0EwHhcNMTEwOTAyMTEyNjM0WhcN¶MjcwNzE0MDIwMTE0WjAsMQswCQYDVQQGEwJJVDEMMAoGA1UEChMDZWZ3MQ8wDQYD¶VQQDEwZlZncgQ0EwggEiMA0GCSqGSIb3DQEBAQUAA4IBDwAwggEKAoIBAQDF53v5¶WE7DjybnQO9LxGRMgX/FKuqiUn36YB53HhjYhWyqwD9yj63HEd7Wcu4RsuVCeQvB¶FKWwutxg4LKnN5+vXBcuoHu/3ApGdkHLCoyTnRGRuTzjhV2MK1sPBlNH70rxrl7E¶Vt4lhZdyr3o1VldKPQlrs37wCh2kMAqPLGplyh+ZSHOSpCeLHkGRHhJBaze1MdlI¶IMDtlVlvFcubZsU0GYP/GmGjMAek30xACdKg8xfNDB/NpuFqsIPYAgUiVCx5/5Y1¶TAMIdcXNn5DA4wKieLZVJ5wcTn/ZMn+9CVk2W9f1Gpew4gz7H/tebxf8l6AJD7Ns¶zknOFXB9tmsvmy29AgMBAAGjgYYwgYMwHQYDVR0OBBYEFO63tUeMvsgNUgAGUDrc¶QihZNPqEMFQGA1UdIwRNMEuAFO63tUeMvsgNUgAGUDrcQihZNPqEoTCkLjAsMQsw¶CQYDVQQGEwJJVDEMMAoGA1UEChMDZWZ3MQ8wDQYDVQQDEwZlZncgQ0GCAQAwDAYD¶VR0TBAUwAwEB/zANBgkqhkiG9w0BAQQFAAOCAQEAJmrmIpu0vggW5PnKWHC5E4r3¶eBLah0/Lw72CVFeK4vBxAV9JK5gLI4HkKLzchDkiaitqIFgIAO1TJS0Ag9XkUIGg¶cSFWc/Qkh65yLwlVIdGQNP69nMGDUWki5FDveNGWCXLzclNpWyL6TTasVhvYRWjs¶1t92/4TqhesUadyay8RrK0NTR9NmdPN8luaUgSy5+vvqrlEvX2XJE7x8hXlX/w1k¶wwU7/NSjduo7e4ylS8QbCuG2v2+ajBKYshSoIS778LZuL3j0/CzJw+I3VwxfrIXS¶K+3WAirhPznSb2P917jAkzrtQK3/wR9lrOhl0J+0rb5MPUjMuOtgDRSwhA8PNg==¶-----END CERTIFICATE-----¶
VPNCnxType:2
VPNKeyType:2
VPNPortOut:1194
VPNProto:0
VPNDrvMode:1
VPNSrvAddrMode:0

Note: Only the highlighted and bold parameters will need to be changed. Also do not change the name of the file, it needs to be comcfg.txt

Above we’ll change the VPN Secret Cert to be our VPN Username, in this case “cosy”. We will also change VPNSecretKey to be “cosy”. For our VPNSrv1. This is what the WAN address of the eFive is, so in our example this will be “10.10.35.115”. The last part will be to grab the VPNCACert which can be found on the eFive in the VPN > CA section. It is very important to make sure that the whole code is done in 1 line(no line break, when you first download it, it will unfortunately have linebreaks and you’ll need to delete them). Also, only the section above in green should be modified, make sure to leave these symbols: ¶¶.

Once these modifications have been made, you’ll need to connect to the device using Filezilla and push the file onto the Cosy.


You just need to set the correct information for your Cosy. IP address, username, password, port 21.

[image: ] 

Then navigate to the file called comcfg.txt that you modified, upload it to the Cosy and then reboot the Cosy. Once this is done the device should show up online in the eFive.

For additional information please see eWON KB-0133

[bookmark: _Toc22034039]eFive Step 5, eGrabit setup:
· Go to VPN > Accounts > Add user/Device Account and you can now add eGrabit to the network.
[image: ]
Figure 11: adding eGrabit to the eFive setup

[bookmark: _Toc22034040]eGrabit Step 1, Initial setup:
· Download eGrabit from the following link:
https://websupport.ewon.biz/support/companion/egrabit/egrabit-0
· Open the eGrabit application and click Add an eFive

· You can name the connection to the eFive and include the local address. You can also use the Public IP address if you’re using an internet router.

· Make sure that the username and password match what was used in the eFive setup

[image: ]
Figure 12: adding an eFive to eGrabit
Note: You cannot be using eCatcher while you’re using eGrabit.


[bookmark: _Toc22034041]eGrabit Step 2, Connecting:
· After connecting to the to the eFive through eGrabit, you’ll be able to reach everything on that eFive’s network

· You can also choose to add Actions when connecting to the eFive such as opening a program or a browser with a certain URL.

· Other advanced settings include setting proxy settings in the advanced tab

[image: ]
Figure 13: Showing some advanced eGrabit settings
· If you’re using multiple Flexies with similar IP schemes, this document with NAT 1:1 mapping may be useful
https://websupport.ewon.biz/sites/default/files/kb-0242-0-en_use_identical_remote_networks_on_an_efive_topology.pdf
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